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PIKA pFirewall Cloud Management Guide

Introduction

The PIKA pFirewall is an innovative tool designed to protect against VolP-based network attacks. pFirewall has no IP address
allowing itto appear A Yy @A & A 0 £ S & virtbialfy Rnpogsibld th getact ok ifiteract with. The device utilizes a low latency
processor to process packets at close to wire speed while protecting against many common VolP attacks (*). Such attacks
include SIP Denial of Service (DoS), theft of service and user account probes from malicious attack scripts like SIPVicious, VOIPER
or SiVus.

Version2.xofthePIKA> CANB g f f 2FFSNB GKS alyYS O2NB FTdzyOlAz2yl f Ale
management. This removes the need for local access to the unit in order to configure, update and maintain the unit. This
remote access is provided through a web server hosted by Pika.

Installation
This document assumes you have firmware version 2.0.0.22 or greater onto your PIKA pFirewall and your PIKA pFirewall is
Ayaiadlrtft SR Ay FTNRBYG 2F @2dz2NJt. - | 4 FRSBHBNBUGSE R Ay GKS WL

& Cloud Management requires PIKA pFirewall version 2.x or greater.

Copytight © 2015 PIKA Technologies Inc. 2



PIKA pFirewall Cloud Management Guide

Register the device with the Cloud Management system. In any web browser, type:

https://ufirewall.pikatech.com

You should be presented with a screen like this:

[ Pika voIP Firewall - Login x

<« C' | [ https: /fufirewall pikatech.com e =

Sign In

IS TECHNOLGGIES ING,

| Remember Me

Sign Up User
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[ Pika YoIP Firswall - Create L %

<« e hittps: //firewall pikatech.com /user foreate e =
uWARP YWelcome Guest B
VolIP Firewall

Home / Register User

Register User

Flalds with ™ are required.

Username *
Password *
Password Repeat *
Email *

Verification Code

mm Get a new code

Please enter the letters as they are shown in the image above. Letters are not case-sensitive.

Cancel

FlIKA Technologies

FlkA ufarp Firewall
Copyright @ 2015 PIKA Technologies Inc.
All Rights Rezened.

Fowered by i Framewmo b, -

The email address entered here will be the one that notifications are sent to, if enabled.
Once you have completed the registration please use this account information (username/password) to login.
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Once logged in you can register your Firewall device(s) - see below.

[ Pika voIP Firewal - Device % W 8| =& s

<« C' £ https: //ufirewall pikatech.com /device Fir =
HWARP Welcome Pika-test
VolP Firewall Logout &

Home / Devices

Devices

OPERATIONS
Description MAC %0 MAC#1 Status © Register New Device

Na results found

Copyright © 2015 PIKA Technologies Inc.
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For this part you will need the information located on the label on the bottom of yourt L YFrewall - specifically the 2 MAC
addresses and the authentication key as highlighted below.

Copyright © 2015 PIKA Technologies Inc.



Take these pieces of information and enter it in the screen below.

&

UWARP
VolP Firewall

Devices

Home  Devices / Register

Register Device

Register Device

Flglds with * are required.

Maci *

Mac1 *

Tag*

Authentication Key *

Description *

Verification Code

Mwﬁ Get a new code

Please enter the letters as they are shown in the image above. Letters are not case-sensitive.

Cancel © Register

PIKA pFirewall Cloud Management Guide

[ Pika WoIP Firewall - Register | %

C' | 8 httos: /ufirewall pikatech.com/device freqgister

el =

L%

Welcome Pika-test
Logout &

FPIKA Technologies
Pl wilarn Firewall

Here is an explanation of the fields.

MacO ¢ should be the first MAC address listed on the label. (Importantnoteca! / | RRNB &

colons.)

Mac1 ¢ should be the second MAC address listed on the label.

Authentication Key ¢ should be the large string of characters listed below the two Mac addresses on the label.

Tag ¢ this can be any short identifier string.
Description ¢ this is a text field which will be used through the GUI to identify the device in the management system.

Copyright © 2015 PIKA Technologies Inc.



PIKA pFirewall Cloud Management Guide

& Each firewall is only allowed to be associated with one registered user.

Now the PIKA pyFirewall device is ready to be connected to the Pika server. A phone call instigates the connection process.
TodothisYl 1S | LIK2yS OFff {2 iThSall hustorigiiaté iah dzi\ice efitétrl toydDrindtdok £
for example, from your celphone to an extension on the PBX being protected. If successful, the device Status should show

Wh y fadisho®rin the screen below. Be patient as this may take a few minutes to take effect.

[ Pika ¥olP Firewall - Device %

<« C' B htips: //ufirewall pikatech.com/device/index | =

HWARP Welcome mrecuakile
VolIP Firewall Logout

Home / Devices

Devices

OPERATIONS

Description MAC#0 MAC# Status © Register New Device

Firewall in frant of my computer 00-1E-5400:00- A9 00-1E-64:00:00: C4 [oniine |

B

FIKA Technalogies Copyright @ 2015 FIKA T echnolagies Inc. E VERIFIAEJDLQVEUB‘:URED ®
PlkA ubfarp Firewall All Rights Resered. ERIFS SECURITS
Foere d by i Framemot,

The device is now ready! And protection is being provided.

If the process is not successful please insert a FAT formatted USB memory key into the PIKA > C A NXBevice dnd reboot. After
gFrAGAY3I | FS6 YAydziSa LX SIasS SEGNF OG G KS supmr@pikate€h.compdr R
review.
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To verify the PIKA> C A NBpsgratiénfyou can direct attacks at the PBX and observe the PIKA> C A N
b20AFAOFGARZ2Y 2F 0f201Ay3 S@Syida Attt 0SS LIN

ET]) b”)

[ Pika YoIP Firewall - View Dev % %

« c hittps: //ufirewall pikatech.com/device fview/id/43 | =
,UWARP Welcome mrecnskxle B
VolP Firewall Logout ©

Home / Devices / Firewall in front of my computer

General Overview

MAIN MEHU
Description Firewall in front of my computer User Max Failure 10 iE Devices
MAC #0 00:1E:84:00:00: A9 User Block Duration 85400 . J
MAC #1 00:1E:84:00:00:C4 Address Max Failure 3
OPERATIONS
Auth Key HO3LIP3EGWLEWEXXHEHE Address Block Duration 56400
# Edit Configuration
Status m
% Blacklists
iy Whitelists
A Reports
# Update Firmware
ype User/IP Address Block Duration Occured at
@ 207 .107.229.254 86400 2015-03-13 14:47:48 [
PIMA Technologies Copyright @ 2015 PIKA Technologizs Inc. E B R, L4
PlA umiarp Firewall All Rights Resenved UERIFH SECURITY

Powered by Vi Framems ik,

Copyright © 2015 PIKA Technologies Inc.
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Configuring the Unit

Changing Parameters

The PIKA pFirewall supports the changing of several parameters. These are optional parameters. The default settings are
typically sufficient for most installations. Some of the parameters which can be modified are thresholds, block times, blacklists

and white lists.

¢2 OKIFy3dS LI NFY¥YSGSNR 2y GK

[ Pika voIP Firewall - view Dev % W %
€ > C O nhttps:/fufirewall pikatech.comn /device fview/id /43

4

UWARP
VolIP Firewall

Home / Devices / Firewall in front of my computer

General Overview

Description Firewall in front of my computer User Max Failure 10
MAC #0 00:1E:54:00:00:A9 User Block Duration 8E400
MAC #1 00:1E:84:00:00:C4 Address Max Failure 8

Auth Key HO3L3P3ECWLEWYEXXHEHE Address Block Duration 55400

Status m

Most Recent Events

Welcome mrecoskie
Logout &9

MAIH MEHU

i= Devices

Type User/IP Address

€]

207 107 225,254

Block Duration Occured at

G400 2015-03-13 15:47 48

=1l

FIKA Technologies

PlkA unlarp Firewall

Copyright @ 2015 PIK& Teshnalagies Ine
Al Rights Reserved

Fowered by i Framemo k.

El

GoDADDY
VERIFIED & SECURED
UERIFY SECURITS

OPERATIONS

# Edit Configuration
lists,

7 Whitelists

A Reports

# Update Firrmware

Copyright © 2015 PIKA Technologies Inc.
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hyOS aSt SOGUSR: &2dz oAff 0SS LINBaSyidSR gAUK I AONBSYy d A
will be immediately applied to the unit ¢no reboot is necessary.

[ Pika WolP Firevall - Config D %

<« C  { hitps: //Ufirewall pikatech com /devicefconfigfid /43
LIWARP ‘Welcome mrecoskie
VolIP Firewall Logout ©

Homme  Devices © Firewall in front of my cormputer © Edit Configuration

Edit Configuration

Probing Attacks

MAIN MEHU

These are attempts where the altacker tries to determing the These are attempts where the attacker tries to determine extensions = Devices

password of @ particular extension or user. oF wsers available on the PEX.

M Firewall in front of my computer

User Max Failure * Address Max Failure *

10 -] ] (-]
User Block Duration * Address Block Duration *

56400 -] 86400 L]

Additional Attacks

These are generic settings for the pFirewal device,

This section contains additional attack vectors that the pFirewail
device protects against, but are not currently configurable. This

Hotify User * inclides:
"]
3 s Denial Of Service (DOS)
Timezone * + Known SIF attack tools
ArmericaiToronto v o » Malformed SIP packets

Cancel

¢KS LI NFYYSGSNER RAALIX F@8SR KSNB NB GKS al Y SalsetyhgistheWd azfi R

I & S NI whidhkildwa ysu to enable email notifications. When selected, email notification will be generated to the email

you initially registered the unit with.
¢t KS W¢AYST 2 gdfiDRepoding timlestamps.o A £ f

The screen above shows the default values for each of the settings. Note: the block durations are specified in seconds. 86400
equates to one day.

Copyright © 2015 PIKA Technologies Inc. 11
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Adding Blacklists and White lists

To add an IP address to blacklist you can select the icon as highlighted below.

[ Pika volP Firewall - Blacklist % %%

Home © Devices © Firewall in front of ry computer © Blacklists

Blacklists

Description

Default Blacklist

< C' O https:/fufirewall pikatech.com/blacklist/indesx /id/43

UWARP
VolIP Firewall

Welcome mrecoskie
Logout &9

Elacklists

MAIH MEHU
Type i= Devices

Device Blacklist A Firewall in front of my computer

Plka Technologies

FIKA uifarp Firemall

capanoy ®
Copyright ® 2015 Pl Technologies Ine. VR S LRED
All Rights Reserved UERIFY SECURITY

Pamered by Vi Framew .

Copyright ©

2015 PIKA Technologies Inc.
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he next screen select 6Add Bl ackli st

[ Pika ¥oIP Firewall - Blacklistl 3

t emo.

€« =2 C 4 hts:/fufirewall pikatech.com/blacklistTterm indes id/43/bid/ 10

UWARP
VolIP Firewall

Home © Devices / Firewall in front of my computer © Blacklists © Default Blacklist

Default Blacklist

9y

Welcome mrecoskie
Logout &9

Tay Type Data

OPERATIONS

© Add Blacklist ltern

No results found,

PIKA Technalogies Copyright @ 2015 PIKA Technalogies Ine. VERIFIE%Q:SIJEEURED @
FIKA uilfarp Firesall All Rights Reserved UERIFY SECURITS.

Pamered by Vi Framew .

Copyright © 2015 PIKA Technologies Inc.
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Upon selecting this you will be presented a screen which will allow you to add an IP address to the blacklist.

[ Pika VoIP Firewall - Update E % W %

€« C' & hitps: /ufirewall pikatech com blacklistitem dpdate/id/ 227 bid/19/bid/ 22 A

[.IWARP ‘Welcome Pivtester
VoIP Firewall Logout ©

Home  Desices / In front of WARP w3 © Blacklists © Default Blacklist © Updste Blacklist lterm

Update Blacklistltem

Edit Blacklist lterm

Fields with * are required
Tag ™
tester
IP Address v

Data *
§9.195.85.0/24

Cancel

FlkA Technologies Copyright 2015 PIKA Technologies Inc. E VEEQE‘ELE(E{E%L?U &
¢KS Wwel3Q FASER Aa | GSEG ARSYGATASNI F2NJ (KS o6t 201Ay3

The o6Datad is an | P Adidforexansple,35.195.83.0/24ddr ess range

ConfiguringWhitelistsf2 f t 2 a8 GKS SEFOG &F YS LINPOOS/RINS RO dafibuldue Silectdd | K
TNREY GKS WhLISNI (A2y&4Q KSHRAY3 2y GKS NAIKG KFyR O2f dzy
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Upgrading Firmware

The firmware version can be remotely upgraded through the PIKA server. To accomplishthisLJX ST &S @A aAird (K
selection in the right column of the screen.

’ [ Pika VoIP Firewall - view Dev 3¢ W all=|m] 5= )
<« C' 2 https: //ufirewall pikatach.com /device fviewid/227 <o =
JJWARP WWelcome Phtester
g Logout &
VolP Firewall

Home / Devices / In frant of WARP 3

General Overview

MAIN MEHU
Description In front of WARF 3 User Max Failure 10 iE Devices
MAC #0 00:1E:84:00:1B:8D User Block Duration 85400
MAC #1 00:1E:84:00:18:01 Address Max Failure 8 ( )
OPERATIONS
Auth Key KIBSREEF14PQIWCP1XEE Address Block Duration 55400
/& Edit Configuration
Status 207 107.223.168
m %@ Blacklists

W Whitelists
& Update Firmware

Type User/IP Address Block Duration Occured at “ o

* 213.136.69.148 8E4000 2015-04-16 13:22:38 i

* B3.141.232.106 864000 2015-04-16 16:57:31 ]

* B2.210.249.97 BEA000 2015-04-16 14:02:17 ]

* 2121294360 BR4000 2015-04-16 13:57:12 ]

* 213.136.75.227 8E4000 2015-04-16 13:57.08 i

— 1.2 3 4 5 B 7 & 2 10 -

Plk& Technalogies Copyright @ 2015 PIKA Technologies Inc. E R e RED ®
Pl ufarp Firewall Al Rights Reserved. HERIFS SECURITS

Powered by Yii Framemoik,
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Once selected an update screen will be presented. If there is new firmware available it will be indicated on the screen. The
PIKA> C A NBustlbd connected to the PIKA server for the update option to be available. In the example below the device is

up-to-date.

[ Pika YoIP Firewall - Firmware % % %

<« C' | A hitps: //Ufirewall pikatech.com/device/firmware/id/227

LWARP
VolP Firewall

Devices

Home © Devices / In front of WARP 3 Firmurare

Update Firmware

Firmware

Yaur current firrmware version far this device is: 2.0.0.22
The latest available firrmware version is: 2.0.0.22
Cancel Update
i i i GODADDY ®
FlkA Technologies Copyright @ 2015 PIKA Technolagies Ine E Ve annY WD
PIKA uiliarp Firewall All Rights Resenved UERIFY SECURITY

Powsered by Vi Framewo

Welcome Pytester
Logout ¢

LT yS6 FANNGINBS Ad FOFHATIIo6fS GKSy @2dz Oy asSt Soi
background task and takes about 45 minutes. During this time of updating the operation of the > C A N®ilbnbtfod affected.

If successful, after 45 minutes the firmware version on the screen should indicate the new version.

Copyright © 2015 PIKA Technologies Inc.
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Known Issues and Limitations

-Debug logging can only be accessed through local USB access.
-The > C A NJyatdctiorf algorithm only operates on traffic from external traffic sources.

Copyright © 2015 PIKA Technologies Inc.
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Disclaimer

This device is not a replacement (nor compensates) for PBX Security Best Practices. Your PBX should be protected by a data
firewall and secure passwords should be used.

Frequently Asked Questions

Q: What will happen if the unit losses power?

A: If the unit loses power, no network traffic will be passed through the pFirewall and the PBX behind the device is then no
longer able to make or receive calls. It is recommended that the pFirewall is powered from the same UPS (Uninterruptable
Power Supply) as the PBX to ensure continuous power.

Q: Where does the power cord connect?
A: The power cord connects to either USB port located at the end of the pFirewall.

Q: How do | know if the pFirewall is functioning?

A: The pFirewall green network interface [ 9 BMHBesolidl YR 0 2 (1 K 2 NI y Toddidatd riet@ark traffic.fTHe four f
internal green[ 9 5mMll Be solid indicating the firewall application is operational. Optionally the PIKA Server will indicate that
the uFirewallA & Whyt Ay SQo

Q: Does it matter which pFirewall network interface connects to the WAN?
A: No. pFirewall is bi-directional. The WAN and PBX/Call Server may be connected to either of the two network interface ports.

Q: What will happen if my phone fails authentication more than 9 times?
A: After 9 failed attempts the pFirewall will block all subsequent SIP requests from the phone for 1 day. Verify that your
username and password is correct and reattempt the registration after the allotted time or restart the pFirewall.

TECHNICAL SUPPORT

PIKA Technical Support can be reached by telephone or email:
Phone: +1-613-591-1555

Email: support@pikatech.com

Copytight © 2015 PIKA Technologies Inc. 18
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